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Abbott Risk Consulting Ltd (ARC) is committed to protecting your privacy and handling your personal data responsibly.
This privacy policy applies when you have applied for a position with ARC or are in the process of being engaged as an employee. This notice sets out the types of information we collect, why we need to process your personal information, how we use it, who we share it with and the rights you have. 
Personal information we process
We may collect, use and store the following types of personal information as part of our recruitment activities:
Personal identification information: Full name, driving license, national ID documents, passport, nationality, immigration status and visa information.
Contact details: Email address, phone number, and postal address.
Business and career development information: Job title, CV/resume, professional memberships, professional certifications, educational certificates, employment history, interview notes, and application details.
Background information: Employment references, education checks, driving licence checks. 
Criminal offence information: Criminal records and/or alleged offences.
Other information: Office and relocation information.
How we collect your information
We collect your personal information from:
When you engage with us directly: For example, through your interactions with representatives of ARC during the interview process.
Online CV submission: When you submit your application through our careers page, LinkedIn, or Indeed. 
In-person, telephone or video conference interviews: When you attend an in-person, telephone or video conference interview with representatives of ARC during the interview process. 
How we use your information
We have outlined the purposes for which we use your personal information for our recruitment activities below:

A. Recruitment and hiring purposes - legitimate interest and contractual necessity
Identifying, evaluating, selecting, and recruiting applicants
Assessing skills, qualifications, and interests against ARC career opportunities
Setting up and conducting interviews and assessments
Informing the ARC employee that referred you (where applicable) about the status of the recruitment cycle
Managing expenses and reimbursements
Identifying and addressing disability support requirements

B. Communication and relationship management – legitimate interest
Respond to enquiries and provide information about applications
Offer suitable opportunities for employment within ARC

C. Compliance with legal obligations – legal obligation
Disclosing personal information to government agencies, regulatory authorities or law enforcement (this includes complying with subpoenas and court orders)
Record keeping and reporting obligations
Pursuing or defending legal rights, claims or complaints
Conducting criminal record checks, driving license checks, and history checks (this will depend on applicable local law, client and role requirements - access to this data is limited)
Assessing your employment status for tax purposes
Verifying your right to work in applicable jurisdictions
Where we rely on legitimate interests as the lawful basis, we balance our interests (or those of third parties) against your rights to ensure your data is not processed in a way that is unfair or overly intrusive.
How we share your information
We may share your personal information when necessary to provide our services, comply with legal obligations, or where it is in our legitimate interests to do so (and proportionately balanced with the individual’s rights). This includes sharing with:
Internal teams at ARC as appropriate to provide our services and to effectively maintain our business. Access to personal data during the recruitment process is limited and only provided to authorised employees. 
External advisers for assessment of employment matters, assessment of visa and work permit options, to determine tax obligations and, where necessary, to investigate, exercise or defend legal claims, insurance claims or claims of a similar nature. 
Clients and delivery partners when a role we are recruiting for is contingent on the approval of the client.
International Transfers Security
We use a combination of contractual, physical and technical measures to protect your data, including encryption, access controls, and secure legal agreements for any international transfers. 
How we keep your information secure
We have taken appropriate technical and organisational measures that prevent personal information from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. We limit access of personal information to individuals and organisations who have a legal right of access, or a legitimate business interest.
Our service providers and suppliers will only process personal information in accordance with our instructions, and we ensure that all third parties are subject to a legal duty of confidentiality. 
All ARC people who may be required to access your personal information when carrying out their duties are required to complete privacy and data protection training.
How long we keep your information
We will only keep your personal information for as long as is reasonably necessary for the purposes set out in this notice. Here’s what we consider when we establish retention periods:
If we need it to respond to your queries or manage our relationship with you. For example, inform you of available vacancies.
How long we need to retain the information to comply with certain legal obligations. For example: tax, immigration, and financial audits; a legal request or obligation; or to comply with applicable law or a legal claim, complaint, litigation or regulatory proceedings.
If we need it for other legitimate purposes, such as to prevent harm to individuals or to our business, promote safety, security, and integrity, or protect our legal rights, property, or assets. 
In some instances, and for specific reasons, we’ll keep information for an extended period of time. 
You can request more information about our retention practices by contacting us at gdpr@consultarc.com. 
Deletion and Destruction
When your personal information is deleted or destroyed, we ensure that it is safely and permanently disposed of in accordance with any local legal requirements.
Your Rights
[bookmark: _Hlk213255852]We respect your rights over your personal information; you have the right to: 
Access your personal information. This enables you to request a copy of your personal information and to check that we are processing it lawfully.
Correct the personal information that we hold about you. This enables you to ask us to amend or update any incomplete or inaccurate personal information.
Request erasure of personal information about you. This enables you to ask us to delete or remove personal information where there is no valid reason for us to continue processing it.
Withdraw consent. This enables you to revoke your consent without penalty or negative consequences. 
Object to the use of your personal information if you think we do not have a valid reason to process it and want us to stop processing it.
Restrict further use of personal information about you. This enables you to ask us to limit or suspend the use of your personal information.
Request a transfer of your personal information to another party. 
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You may submit a subject access request at any time by emailing gdpr@consultarc.com. There may be occasions where we need to collect personal information from you, such as your name and contact details, to verify your identity before responding to your request. 
We will handle your request carefully and respond to you within one month from the date we receive your request. If there is a lawful reason to extend this deadline, then we will let you know as soon as possible.
Contact Us
If you have any questions about our recruitment process, an application you have submitted, or want to exercise your privacy rights, please contact gdpr@consultarc.com.
If you’re unhappy with our response after raising a concern or submitting an information rights request, you can register a complaint directly with the Information Commissioner’s Office (ICO) or the Office of the Australian Information Commissioner (OAIC), or the privacy and data protection regulator in the country, state, or province where you are located. 
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